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IT Charter 
The Office Secretary-General (OSG) provides a revised, harmonized IT charter for the pupils across 
all European schools. 
 
The Charter is the outcome of a consultation process including the external and internal legal 
services of the OSG, the OSG Data Protection Officer, the Pedagogical Development Unit, the ICT 
Unit and the representatives of the Directors and school Data Protection Officers.1 
 
The IT Charter is the backbone of our Electronic Device policy. 

 
What you will find below are school-specific addendums for the European School of Bergen. 

 

Highlights | Code of Conduct 

The golden rule is that the European School’s IT resources (i.e. laptops, tablets, servers, printers, 
etc.) are intended to be used solely for pedagogical activities. 

 
Some measures we would like to highlight from this IT Charter: 

¶ Access to the internet within the European school is a privilege and not a right. 
¶ It is forbidden to make an account on websites with your email address from the school. 
¶ Students can only access apps and software which have been approved by the school. 
¶ School accounts are personal and may be used only by the pupil concerned. 
¶ The school account has a normal and decent picture of the student’s face and his/her legal 

th
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Discipline  

Students who (attempt to) violate the rules and guidelines set out in this BYOD policy are subject to 
disciplinary consequences. Staff have the right to confiscate devices temporarily for investigation 
purposes if there is suspicion of a violation.  

 

Calculators 
 
Cycle-level Device type Distribution Configuration Ownership 
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Social media 
 

https://www.kinderombudsman.nl/leeftijdsladder
https://www.kliksafe.nl/blogs/mediaopvoeding/hoe-oud-moet-mijn-kind-zijn-voor-social-media/


   
 

 

Consequences of (mis)use of mobile phones 
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1. PREAMBLE 

The European Schools endeavour to offer pupils the best possible working conditions in terms 
of IT and multimedia services. This Charter sets out the rules for proper use of and good be-
haviour vis-à-vis the IT resources with a pedagogical purpose made available to them. 

 
This Charter forms an annex to the House Rules of the European School, ΀͙΁ (hereinafter re-
ferred to as ͚ƚŚĞ�^ĐŚŽŽů͛Ϳ�ĂŶĚ�ĨĂůůƐ�ǁŝƚŚŝŶ�ƚŚĞ�ĨƌĂŵĞǁŽƌŬ�ŽĨ�ƚŚĞ�ůĂǁƐ�ĂŶĚ�ƌĞŐƵůĂƚŝŽŶƐ�ŝŶ�ĨŽƌĐĞ�

relating in particular to copyright, to intellectual property rights, to privacy protection (includ-
ing in particular image rights) and to the processing of personal data, as well as computer 
crime. 

 

 

2. IT RESOURCES AND DEVICES 

2.1 Definition 
 

'IT resources and devices' means the package composed of the School's network, servers 
and workstations, interactive whiteboards, peripheral devices (printers, external hard 
drives), software, laptop computers and tablets, use of the Internet in the School and digi-
tal learning resources1 provided by the latter. 

 

2.2 Golden rule 
 

The European School's IT resources are intended to be used solely for pedagogical activities. 
 

2.3 Access to IT resources and devices 
 

Access to the resources and devices provided by the School is a privilege and not a right. 

 
Each and every

every
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3. GENERAL RULES OF GOOD BEHAVIOUR 

3.1 General comments 
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3.3 Respect for the network and for workstations 
 

Scrupulous respect for the premises and the hardware must be shown. Computer key-
boards and mice must be handled with care. Thus, pupils are not allowed to eat and 
drink when using workstations in the School, so as not to damage them. 

 
Pupils are forbidden from: 

➢ seeking to change the workstation's configuration, 
➢ seeking to change or to destroy network or workstation data, 
➢ installing software or copying software present on the network, 
➢ accessing or attempting to access resources other than those allowed by the 

School, 
➢ opening messages, files, documents, links, images sent by unknown senders, 
➢ inserting, into any device whatsoever, a removable drive, without the 

permission of a responsible adult, 
➢ connecting a storage device or medium (USB, mobile phone, other) without 

the permission of a responsible adult, 
➢ deliberately interfering with the network's operation, and in particular by 

using programs designed to input malicious programs or to circumvent se-
curity (viruses, spyware or other), 

➢ subverting or attempting to subvert the protection systems installed 
(firewall, antivirus programs, etc.), 

➢ using VPN tunnels. 

 

3.4 Respect for intellectual property rights 
 

Pupils are forbidden from: 

➢ downloading or making 
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3.5 Respect for the members of the school community and of the 
School 

 
Pupils are forbidden from: 

➢ displaying on screen, publishing documents or taking part in exchanges 
of a defamatory, abusive, extremist or, pornographic, or discriminatory na-
ture, whether based upon racial or ethnic origin, political opinions, religion 
or philosophical beliefs, state of health, or sexual orientation; 

➢ bullying other people (cyberbullying), in their own name or using a false 
identity or a pseudonym; 

➢ using other people's lists of email addresses or personal data for purposes 
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4. SPECIAL RULES FOR USE OF THE INTERNET 
 

4.1 The School's network 
 

Access to the Internet within the European School is a privilege and not a 
right. 

 
Use of the pedagogical Internet-based network is for the sole purpose of teaching and 
learning activities corresponding to the European Schools' missions. 

 
Pupils are strictly prohibited from: 

➢ connecting to live chat services or to discussion forums unless otherwise 
authorised by a member of the educational team, on account of their peda-
gogical purpose, or to social media, 

➢ sharing personal information allowing the pupil's identification (first name, 
surname(s), email, address, etc.), 

➢ accessing pornographic, xenophobic, anti-Semitic or racist sites,  
➢ downloading or installing any program whatsoever. 

 
Under no circumstances should pupils mention their name, display a photo, mention 
their address, telephone number or any other information facilitating their identification 
on the Internet. 

 
Pupils are prohibited from using the email address linked to their O365 account 
;͙ΛƐƚƵĚĞŶƚ͘ĞƵƌƐĐ͘ĞƵͿ�ƚŽ�ĐƌĞĂƚĞ�ĂĐĐŽƵŶƚƐ�ŽŶ�ĂƉƉůŝĐĂƚŝŽŶƐ͕�ǁĞďƐŝƚĞƐ�Žƌ�ƐŽĨƚǁĂƌĞ�ŶŽƚ�ĂƵͲ
thorised by a member of the educational team or by the School's Management. 
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